AUTOMATED DISPENSING SYSTEM PASSWORD
ACCEPTANCE AGREEMENT

I agree to the following conditions upon receiving my Automated Dispensing System
User Sign On: |

Under no circumstances will I give my password to any individual. =

I will not place niy password in an unsecured location.

I will sign off the Automated Dispensing Cabinets at the completion of the
transaction. '

[ will not use an Automated Dispensing Cabinet when it has been signed-on by
another user. ' A

Once [ gain access to the Automated Dispensing‘ Cabinét, I will perform my
duties responsibly and comply with hospital polices and procedutes ‘governing -

the use of the system.

All information gained by my passWord will be treated as confidential.

[ understand that I will be held responsible for all Automated Dispensing
Cabinet transactions that occur under my password.

Inappropriate Automated Dispensing Cabinet password access may result in
- disciplinary action up to termination of my employment. _

I will document all discrepancies created under my password before the end

my shift.

Daie

Printed Name

Signature

Last Name First Name Middle Initial 'Userj_-IDﬁ' Position (RN, LPN, etc.) Unit(s)




General Statements
1. The password verification statement is a written record that authorizes a licensed nurse to remote

medications and controlled drugs from the automatic dispensing system. Access to the Automated
Dispensing Unit will be restricted, consistent with the responsibilities of-the individual operator.

2. Security to each dispensing unit will be controlled by an elecironic password. All users issued a
USER ID and password must sign the “Password Verification Statement” indicating the use of
their USER ID and Password corresponds to their signature and that they have completed the
competency requirement for Pyxis. The USER ID and Password will be umque to each operator
and will document each operator’s transaction.

" 3. The password must be changed by the operator every 3 months if Bio ID 1s not used.

4. The operator will never share a password. :

Issuing USER ID’s and Passwords
1. Pharmacy services will be responsible for issuing permanent USER ]D s and passwords

2. "Temporary passwords are only valid for the initial log-in of the user and expire 1mmed1ately The
user must change their password upon initial log-in.

3. The nurse issued a temporary USER ID and password must obtain a permanent USER ID and
password if their services will continue beyornd 24 hours.

4. Password must contain at least 5 characters.

5. Your password may not contain repeating characters, e.g., 11111 or BBBBBB.
6. You may not re-use a password that you have used for any of the last four passwords.
L, ' ' , _ achlowlédge receipt of my
{Name) (Title}

USER ID and temporary password. I understand that my temporary password must be changed upon my
initial log-in to the Pyxis system at which time I will key a unique password which, when combined with

my USER ID, will correspond to my signature.

Signature Date

Security Groups Issued

/ / / / / / / / / / /

Date Issued / / Issued by _ 7 N DOP/PPM/Sup/R.Ph.

Expiration / /




